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Abstract—Although deep neural networks (DNNs) have been
widely used, DNN models running on ASIC- or FPGA-based
accelerators still lack effective and efficient protection. Once
DNN models are stolen by attackers, it will not only infringe the
intellectual property of model providers but also lead to security
issues. The existing parameter encryption method brings greater
power consumption, which is difficult to apply to resource-
constrained edge devices. This paper proposes an effective and
efficient framework — ChaoPIM to protect the security of DNN
models by utilizing the chaotic encryption and the Processing-
In-Memory (PIM) technology. Detailed experimental results show
that our framework can effectively prevent attackers from using
DNN models normally, as the accuracy of stolen models is quite
low. Compared with the powerful Cortex-A53, Kryo-280, Intel-i5-
8265U CPUs and TITAN V GPU, ChaoPIM achieves considerable
performance improvements on various DNN models.

Index Terms—DNN, Security, PIM, Chaotic Encryption

[. INTRODUCTION

With the widespread application of deep neural networks
(DNNSs), the security protection of DNN models has become
a critical concern. After DNN models are well trained on
data cloud servers and deployed on edge DNN accelerators,
security problems come from three contexts: cloud transmis-
sion, the storage of DNNs and the prediction procedure of
DNN models. For instance, for ASIC-based accelerators, when
the weights of DNN models are being loaded from the main
memory (i.e., DRAM) to the processor, attackers can steal the
weights from the processor-memory interface via side-channel
attacks (e.g., [1]). However, well-trained DNN models require
a large amount of well-labeled private data, sufficient training
resources and rich experience of experts. Thus valuable DNN
models can be sold as intellectual property. More importantly,
once DNN models are leaked, it will incur serious security
problems. Attackers can generate adversarial examples [2],
which in turn makes DNN models output wrong prediction
results. This brings challenges to the application of DNN
models in significant fields, such as autonomous driving and
medical treatment. Therefore, it is necessary to protect the
security of DNN models.

The existing methods for protecting the security of DNN
models can be divided into two categories — physical unclon-
able function (PUF) based encryption [3], [4] and parameter
encryption [5]-[9]. PUF-based encryption usually utilizes the
responses of PUF to protect the security of the weights of
DNN models for FPGA- or ASIC-based accelerators. For

instance, Guo et al. [3] use the responses of PUF to change
the sign of weights of DNN models to protect the security of
FPGA-based DNN accelerators. PM [4] utilizes the responses
of PUF as secret keys, and then combines the process-in-
memory (PIM) technology to implement the XOR encryption
for protection of ASIC-based DNN accelerators. However,
due to environmental variations (e.g., supply voltage), the
responses of PUF are unstable and the Error Correcting
Code is required to produce reliable responses, inevitably
producing additional power consumption [4]. Besides, PUF
brings additional latency overhead and power consumption,
which are not illustrated in detail in previous studies [3], [4].

Parameter encryption is intended to directly encrypt the
weights of DNN models by using a certain data encryption
algorithm. For instance, the Advanced Encryption Standard
(AES) is adopted to encrypt the weights of DNN models
in study [5]. However, the power consumption of the AES
module is too high (e.g., 29.8 mW per module) to be applied
to resource-constrained edge devices. To reduce encryption
overhead, study [6] utilizes the fast gradient sign method
[2] to encrypt a small proportion of the weights of DNN
models. However, the encryption effect depends on the size
of adversarial perturbations added to the weights. The greater
the values of adversarial perturbations are, the better the en-
cryption effect is. As a result, the probability distribution of the
weights is changed, which is easily detected by attackers. In
addition, some researchers [8], [9] use obfuscation encryption
methods along the rows of memristors to protect the security
of DNN models for PIM-based DNN accelerators. However,
the energy-consuming redirection modules are required to
correctly accumulate the intermediate results of DNN models
[9]. Recently, study [10] utilizes chaotic encryption method to
protect the weights of DNN models running on GPUs. How-
ever, the procedure of transferring plaintext weights decrypted
on CPUs to GPUs is not secure, and the power consumption
for decrypting one layer of DNN models is very high (e.g.,
about 14 W in our observations). As a result, there is still a
lack of efficient method to protect the security of FPGA- or
ASIC-based DNN accelerators.

For the purpose of tackling the above problems, we propose
a PIM-based chaotic encryption framework to protect the
weights of DNN models for FPGA- or ASIC-based accelera-
tors. The primary contributions of this work include:

o« We introduce a novel PIM-based chaotic encryption
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framework to protect the weights of DNN models. Specif-
ically, our framework can effectively protect the weights
of various DNN models running on ASIC- or FPGA-
based accelerators, and the prediction accuracy after
encryption is close to that of random guessing.

« We point out that it is not secure to decrypt the entire
weights of DNN models at one time during the prediction
procedure, and introduce a fine-grained protection scheme
that can protect the security of weights during the whole
procedure.

« We design a pipelined and reconfigurable dataflow, which
can further reduce latency overhead and energy consump-
tion required for the decryption of the weights.

« We compare latency overhead and energy consumption of
our method with the state-of-the-art CPUs and GPU. For
example, the proposed ChaoPIM achieve 6.85x speedup
and 45.27x energy reduction than a Cortex-A53 CPU for
the decryption of VGG16.

II. PRELIMINARY AND MOTIVATION
A. Anold’s Cat Map

Arnold’s Cat Map (ACM) [11], [12] is a kind of chaotic
encryption theory, which achieves encryption or decryption by
rearranging the positions of the pixels of the image as shown
in Fig. 1. Although the pixel values of the encrypted image
have not changed, it can effectively realize the encryption. The
encrypted image has no visual information at all. Based on this
idea, we expand the weights of a certain convolution layer [
of DNN models from four dimensions C' x N x K x K to two
dimensions (C' x K) x (N x K). Here, C' is the number of
channels, and N is the number of convolutional kernels, and
K is kernel size. When K = 1, ACM can be applied to the
fully connected layer of DNN models.

1) Encryption: The formulation of ACM’s two-dimensional
matrix encryption is

], )]

{;] :Af{ﬂ(mod S), A:{

where (z,y) and (z.,y.) are the original position and en-
crypted position respectively. The p, ¢, and 7 are integers,
and S is the encryption range (0 < S < min{C,N}).
Different layer [ of DNN models can own different encryption
parameters. Therefore, the secret key K can be formulated as

K =L, {(rq), Py, 90y, Say) Il € L}], ()

where L denotes the encrypted layers of DNN models and
subscript (;y is the layer index.

2) Decryption: According to the secret key K and en-
crypted position (z.,v.), the original position (z,y) can be
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In this work, to reduce the latency overhead of calculating
A7 and A7 in Eq. (1) and Eq. (3), we set p =1 and ¢ = 1.
Then A™ and A™7 can be reformulated as
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where f; is a fibonacci number. As the fibonacci number has a
recursive formula (e.g., f1 =1, fo =1, fr420 = fry1+f7), the
calculation of A™ and A~" has negligible latency overhead.
In addition, to reduce the cost of hardware implementation
of modulus operation for arbitrary encryption range, we set
S e 2" (n=0,1,2,..) in Eq. (1) and Eq. (3). Since the
modulus of S is to take low-order n bits as output, there is
almost no hardware overhead.

Each value in convolutional or fully connected layers can
be encrypted by ACM algorithm. However, larger encryption
range will lead to greater latency overhead. To reduce this
overhead, an entire convolution kernel can be viewed as a
pixel of the image for ACM encryption or decryption. In this
work, for smaller encryption range (e.g., the first layer of
DNN models), ACM is used to encrypt all values of layers
of DNN models. For a larger encryption range, entire kernels
are encrypted. After ACM encryption, the positions of original
weights change, but values of weights don’t. For example,
the kernel A in Fig. 1 is moved from the second row of the
last column to the last row of the second column after ACM
encryption, which can be completely restored to the original
position after decryption. Therefore, encryption and decryption
of ACM are completely reversible and lossless.

B. RRAM Accelerator

Recently, resistive random access memory (RRAM) dot
product accelerators with crossbars architecture have widely
been investigated (e.g., [13], [14]). The digital input signal of
crossbars is converted into the voltage signal by a digital-to-
analog converter (DAC), and the latter is applied to each word
line (WL) of crossbars. The crossbar is composed of multiple
RRAM cells. These cells share a WL in the same row, and
share a bit line (BL) in the same column. Each RRAM cell
is used as a resistor and can be switched to two states, a
high resistance state (HRS) and a low resistance state (LRS).
Therefore, one cell can be used to represent logic “0” and
“1”, known as single-level cell (SLC). Each RRAM cell can
also represent more bits information by switching to multiple
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Fig. 2. Overiew of the proposed architecture.

levels of resistance [15], which is called the multi-level cell
(MLC). Based on Ohm’s Law, current generated from RRAM
cells flows every BL and is converted into a digital signal by
an analog-to-digital converter (ADC).

The RRAM-based crossbar can not only store the values
to the RRAM cells but also can accomplish a matrix-vector
multiplication (MVM) in one cycle. Due to the reduction of
data movement involved in the calculation, the energy con-
sumption is extremely low. Therefore, many researchers use
RRAM-based crossbars to accelerate prediction and training
procedure of DNN models (e.g., [13], [14]). In this work, we
utilize RRAM-based crossbars to achieve the acceleration of
ACM decryption.

III. CHAOPIM DATAFLOW
A. Overview

Fig. 2 describes the architecture of our proposed ChaoPIM
framework for ASIC-based DNN accelerators. It should be
noted that our method is a general protection framework and
can be applied to any ASIC or FPGA-based DNN accel-
erators (e.g., DaDianNao [16]). Specifically, our framework
is intended to implement a decryption accelerator for ACM
based on existing DNN accelerators. RRAM-based crossbars
natively have the characteristics of storage and calculation.
To avoid frequent transmission and reduce the possibility
of being stolen by side-channel attacks, we use the storage
property of RRAM-based crossbars to store secret keys into
RRAM cells. Because the calculation of ACM decryption can
be performed on RRAM-based crossbars, the CMOS-based
processing module is no longer needed.

During prediction procedure, the weights of DNN models
are being loaded from the DRAM to the processor through
the processor-memory interface. In this context, the weights
will be easily attacked if they are all plaintexts. Therefore, the
weights on the DRAM and the on-chip buffer (e.g., eDRAM)
are kept encrypted, which is achieved by the ACM encryption.
To obtain the correct prediction results of DNN models, firstly,
the ChaoPIM accelerator requires to be invoked by a controller
to calculate correct addresses (i.e., original positions) of the
weights. Then, neural functional units (NFUs) take the weights
from the correct addresses of the on-chip buffer to calculate
the output results of DNN models. Without ChaoPIM, NFUs
would directly use the encrypted weights and eventually output
wrong prediction results. Specifically, in the original dataflow,
the input image “7” and the encrypted weights are used to pre-
dict the output result of DNN models, and an error result “2”

3

_P-BLL_ PBL2 P-BL3  PBL4 NBLI NBL2 NBL3  NpL4
L —
e \h&

&~/ RRAM Cell

2 | RRAM-PE
&

S&H
Shared ADC

Decryption Position  x y

Fig. 3. The RRAM PE architecture.

is produced. As a contrast, in our proposed ChaoPIM dataflow,
the correct output “7” can be produced because ChaoPIM
decrypts the weights. The proposed ChaoPIM accelerator is
composed of multiple RRAM processing elements (RRAM-
PEs) which share the ADC, Sample and Hold (S&H), and
Shift and Add (S+A) components.

B. RRAM-PE Architecture

Fig. 3 shows the detailed architecture of a RRAM-PE. To
represent positive and negative values, an analog inverter is
used to connect two crossbars according to study [17]. One of
the crossbars is used to represent positive values, and the other
is used to represent negative values. The word line (WL) and
the bit line (BL) of the positive crossbar are P-WL and P-BL,
respectively. The WL and the BL of the negative crossbar
are N-WL and N-BL, respectively. In order to reduce the
resistance noise, SLC RRAM cells are adopted for RRAM-
PEs. The RRAM cells connected between the WL and the BL
are used to store the decryption parameters fo,41, for—1 and
—far in the A™7 matrix in Eq. (5) and Eq. (3). The width of
far+1, for—1 and — fo, depend on the size of 7. For example,
if 7 = 5, the fibonacci number fo,11 = 89, for_1 = 34
and — for = —55, which can be encoded with 7-bit width.
Therefore, 7 SLC RRAM cells are used to store each value in
the A~" matrix. When the input of RRAM-PE is the encrypted
position {z., y. }, the original position {z, y} can be calculated
by xr = f27‘+1 Xxe+(_f2‘r) XYer Y = f27'71 Xye+(_f27') XZes
which is achieved by RRAM crossbars of RRAM-PE. Because
the maximum encryption range in this work is 512, i.e., the
largest number of convolution kernels of DNN models used
in our experiment, the encryption position {z.,y.} can be
encoded with 9-bit width. Furthermore, if 1-bit DACs are used,
a decrypted position can be calculated in 9 cycles.

After the analog signal is processed by S&H, shared ADC
and S+A components, the final digital original position {z,y}
is generated after taking the correct bit (e.g., mod S). Sim-
ilarly, if RRAM cells store the encryption parameters of A”
matrix in Eq. (4) and Eq. (1), RRAM-PEs can also be adopted
to achieve ACM encryption.

C. Fine-grained Protection Scheme

The existing encryption method usually invokes the decryp-
tion procedure at one time on the ASIC chip. However, the
weights which are decrypted at one time are plaintexts during
the prediction procedure of DNN models, and these weights
can be stolen by side-channel attacks. Therefore, one-time
decryption of weights is not secure. To protect the security of
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weights during the entire prediction procedure, we propose a
fine-grained protection scheme which can decrypt a part of the
weights of DNN models required for prediction on the NFUs.
Specifically, the weights of one layer are decrypted each time.
Even if malicious attackers steal a part of the weights of DNN
models, they cannot normally use its functions. Fig. 4 shows
the difference between our method and previous P>M method
[4]. Our method can protect the weights of DNN models
throughout the prediction procedure. However, the weights
in the P>M method are all plaintexts during the prediction
procedure, which are vulnerable to side-channel attacks.

D. Pipeline

During the prediction procedure of DNN models, the de-
cryption between different layers of DNN models are in-
dependent of each other, and the latency overhead can be
reduced by utilizing the inter-layer parallelism. Therefore,
we design an inter-layer pipeline to achieve high throughput
as shown in Fig. 5. Assuming that a DNN model con-
sists of N layers, the latency overhead to finish the de-
cryption procedure is t$7*PIM and the prediction time of
one layer is tM¥'Us. Then, E?Ll(t?h“"mM + tNEUsy g
required to finish the entire procedure without inter-layer
pipeline. On the contrary, the latency overhead is ¢t PTM
SN, max{tChaePIM ¢NFUs with the pipeline.

Time
Ty T, Ty

1 ChaoPIM
S
32 ChaoPIM

Fig. 5. ChaoPIM pipeline.
E. Reconfigurable RRAM-PEs

When the prediction time of the (i-1)-th layer of DNN
models on NFUs is shorter than the decryption time of
the i-th layer for ACM on a single RRAM-PE (ie.,
tNEUs «4ChaoPIMy - the original throughput rate of DNN
accelerators will be reduced. Ideally, we can improve the
throughput by paralleling multiple RRAM-PEs to reduce the
latency overhead, but this inevitably brings higher power
consumption. Therefore, the decryption time ¢$"*°PIM should
be shorter than tN4Us. Moreover, since tN4V* may be ex-
tremely small, lots of RRAM-PEs are needed to achieve a
smaller t$7oPIM Hence, t§7@0PIM can be shorter than the
decryption time ¢ on a reference hardware (e.g., a powerful
CPU), which may be longer than ¢N4V*. To obtain the

4

optimal number of RRAM-PEs, we formulate the following
optimization problem,

min a; X PowerPEAM-PE

. ChaoPIM NFUs 4Ry’ ©
s.t. 7" < max{t;"1"°, t;

where PowertHAM=PE js the power consumption of a

RRAM-PE component, and «; is the number of RRAM-PEs
for the i-th layer of DNN models. For a given encryption range
S(i). the decryption latency overhead ¢t&"*°FIM of ChaoPIM
is formulated as,

{ChaoPIM _ Sy X S x tRRAM-PE e
(&%)

is the latency overhead required for a single
RRAM-PE to decrypt one encrypted position. The optimal
number of RRAM-PEs of the i-th layer can be calculated by,

tRRA]H—PE
i

where tf’RAM*PE

o =

77 1 X (@) X S(i)- (®)

NFUs
i ’tz

max{t; 4

Eq. (8) can be used to obtain the optimal number of
RRAM-PEs (i.e., a"") needed for each layer of DNN models.
Finally, according to Eq. (8) and Eq. (6), the minimum power
consumption can be obtained.

IV. EVALUATION
A. Experimental Setup

Benchmarks and Baselines. We evaluate the proposed
ChaoPIM framework on four popular DNN models, including
AlexNet, VGG11, VGG16 and ResNet18. These DNN models
are well trained on ImageNet dataset with 16-bit fixed-point
weights by Pytorch. We use DaDianNao-like [16] NFUs with
eDRAM weights buffers to evaluate the hardware performance
of ChaoPIM. For comparison, we implement ACM encryption
on a powerful Cortex-A53 CPU (2.0 GHz), Kryo-280 CPU
(2.45 GHz) and Intel-i5-8265U CPU (1.6 GHz) using C++,
and implement it on a TITAN V GPU (1.2 GHz) using CUDA.

Configurations. The power consumption of crossbars and
the analog inverter are evaluated with HSPICE simulations in
the 45nm process node. We develop a cycle-accurate simulator
to evaluate the latency overhead of ChaoPIM. RRAM cells
have a resistance range of 5k{2 ~ IM) and the read voltage
of 0.5V. ADC used in this work is based on the successive
approximation register (SAR) design, and the power consump-
tion of SAR ADC increases linearly as the bit resolution
increases [18], i.e., Psar ~ [BN,, where [ is a constant
term and [V, is the resolution of SAR ADCs. The resolution
of ADCs and DACs in our experiment is 2-bit and 1-bit,
respectively. Parameters of ADCs, DACs, S&H, S+A and
clock (i.e., 10 MHz) are consistent with those of ISAAC [14].
The accuracy loss is set to 20% [8] to meet the encryption
requirement. The latency overhead of a powerful Intel-i5-
8265U CPU is choosed as tf* in Eq. (8). The secret keys
encoded with 7-bit width are randomly generated to encrypt
DNN models in this work.
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B. Accuracy Influence

To illustrate the effect of ACM encryption, Fig. 6 shows
accuracy after the single-layer ACM encryption and the layer-
by-layer ACM encryption. Two conclusions can be drawn.
First, the single-layer encryption can make DNN models
lose the recognition ability. The accuracy loss of single-layer
encryption is larger than 20% for any layers of DNN models.
For instance, the accuracy after encrypting the 8th layer of
VGGI16 is 46.77%, which is 24.82% smaller than the original
accuracy — 71.59%. The accuracy after encrypting the 7th layer
is 0.108%, which is equivalent to that of random guessing in
the classification task of ImageNet. The similar conclusion also
appears in ResNet18. Second, the layer-by-layer encryption is
more secure than the single-layer encryption, and the accuracy
loss of the layer-by-layer encryption is much larger than that
of the single-layer encryption. For instance, the accuracy of
ResNet18 after the layer-by-layer encryption is only 0.076%,
which is more lower than that of the single-layer encryption.

TABLE I
THE ACCURACY INFLUENCE WITH CHAOPIM.
Original Without
DNN Model | 46 (16.bity | Chaopim | ChioPIM
AlexNet 56.52% 0.09% | 5652%
VGG11 69.02% 0.064% | 69.02%
VGG16 71.59% 0.1% 71.59%
ResNetl8 | 69.75% 0.076% | 69.75%

To achieve ideal protection effect, ACM encryption can
be performed on all layers of DNN models. Table I shows
the accuracy after the layer-by-layer encryption. Without
ChaoPIM, DNN accelerators will output completely wrong
prediction results. The accuracy of DNN models is close to
that of random guessing, achieving the purpose of protection
of weights. When ChaoPIM is adopted for decryption, the
accuracy can be completely restored.

C. Hardware Performance

Latency overhead. To illustrate the efficiency of our
method, we compare the latency overhead of ChaoPIM with
that of three kinds of CPUs and a GPU for ACM decryption.
As shown in Fig. 7, ChaoPIM can achieve faster decryption
speed. For instance, when decrypting the 6th layer of VGG16,
our method outperforms the Cortex-A53, Kryo-280, Intel-i5-
8265U CPUs and TITAN V GPU by about 9.59x, 3.49x,
2.09x and 2.28x, respectively. In addition, thanks to our pro-
posed pipeline, ChaoPIM has no additional latency overhead
on some layers. For example, the latency overhead of the
3rd, 4th, 5th, 7th, and 8th layers of VGGI16 is 0 us. This
is because the decryption time of these layers is shorter than
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Fig. 7. Latency comparison.
the prediction time of the previous layers of DNN models. For
decrypting the entire VGG16, our method can achieve about
6.85%, 2.38x, 1.35x and 1.22x speedup compared with the
Cortex-A53, Kryo-280, Intel-i5-8265U CPUs and TITAN V
GPU. Similar conclusions also appear in AlexNet, VGGI11
and ResNetl8.

Power and Energy consumption. Fig. 8 details the power
consumption of different components of ChaoPIM, and Fig. 9
illustrates the power and energy consumption on different
hardware platforms. As shown in Fig. 8, at first, as multiple
crossbars share a SAR ADC, the power consumption of
crossbars is higher than that of ADCs. The power consumption
of DACs, S&H and S+A is relatively lower. In addition,
because the latter layer of VGG16 has a larger encryption
range (i.e., 512), more RRAM-PEs are needed to achieve fast
decryption. For instance, the number of RRAM-PEs is 89
for the 9th, 10th, 11th, 12th and 13th layer, so the energy
consumption is higher than that of the previous layer. Last but
not least, the 3rd layer of VGG16 requires the least number
(i.e., 4) of RRAM-PEs. This is because the prediction time of
the second layer of VGG16 on the DaDianNao-like accelerator
is longer (i.e., about 662.97 us), and the encryption range of
the third layer is smaller (i.e., 64), so fewer RRAM-PEs are

needed to achieve the decryption procedure.
RRAM-PEs 4
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Fig. 8. Power breakdown of RRAM-PEs.

Fig. 9 illustrates that ChaoPIM requires lower power con-
sumption to complete the decryption procedure. For instance,
when decrypting the Sth layer of VGG16, ChaoPIM is 33.3 %,
92.86x, 1417.08x and 3171.46x more power-efficient than
the Cortex-A53, Kryo-280, Intel-i5-8265U CPUs and TITAN
V GPU, respectively. Besides, the number of RRAM-PEs for
decrypting the Sth layer of VGG16 is 18, and the average
power consumption of each RRAM-PE is 0.56 mW, which is
53.21x more power-efficient than that of the AES module [5].

Due to lower power consumption and faster decryption
speed, ChaoPIM consumes very little energy. For example,
when decrypting the 9th layer of VGG16, ChaoPIM is 46.32 %,
45.58x, 301.48x and 520.96x more energy-efficient than
the Cortex-A53, Kryo-280, Intel-i5-8265U CPUs and TI-
TAN V GPU, respectively. For decrypting the entire VGG16,
ChaoPIM achieves 45.27x, 44.36x, 308.27x and 603.19x
energy reduction compared with the Cortex-AS53, Kryo-280,
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and Intel-i5-8265U CPUs and TITAN V GPU, respectively.
Therefore, ChaoPIM can greatly reduce energy consumption
by utilizing the PIM technology.

D. Security Analysis

The weights of DNN models are in the chaotic state after
ACM encryption on the DRAM or the on-chip buffer. Even
if attackers obtain the weights of DNN models by side-
channel attacks, the function of DNN models cannot be used
normally. Therefore, one possible attack method is to verify
the prediction results of DNN models by using the validation
dataset. However, the attack complexity is very larger, which
approaches O (2'”" ‘H‘zﬂ;‘l P(l)(T)S(l)) - O(V), where |L] is
the number of layers of DNN models, O(V') is the complexity
of a validation procedure, and P(7) is the period of 7 for ACM
encryption (generally P(7) > 10 [19]). It takes long time to
attack one layer of VGG16 on the ImageNet validation dataset.
For example, assuming that the shape of an encryption layer
of VGG16is 512x 512 x 3 x 3, and that a validation procedure
requires 250 seconds [6] on a hardware platform, the complex-
ity of this layer approaches 10 x 22:1(512 —2")2 ~ 16M.
This attack consumes about 250 x 16M = 4000 million
seconds (i.e., 126.8 years). Considering that more layers can
be encrypted, the complexity will further increase.

TABLE 11
THE RELIABILITY OF CHAOPIM.
Leakage ACC (%)
AlexNet | VGGI1 | VGGI16 | ResNetl8
25% 0.1 0.094 0.112 0.086
50% 0.162 0.168 0.12 0.092
75% 23.85 0.126 0.09 0.076

According to Kerckhoff’s Principle and Shannon’s Maxim
[20], attackers can understand the encryption method except
for secret keys. To illustrate the reliability of our framework,
we assume that the secret keys of some DNN layers are leaked.
Due to extremely low accuracy, these DNN models are secure
as shown in Table II. For instance, when 75% of secret keys are
leaked, the accuracy of AlexNet is 23.85%, which is 32.67%
lower than the original accuracy. For ResNet18 with more
layers, the accuracy is only 0.076%. Therefore, our framework
is reliable. Even if most of secret keys are leaked (i.e., 75%),
DNN models cannot be used normally.

[§

V. CONCLUSIONS

In this paper, we propose an effective and efficient PIM-
based protection framework for ASIC or FPGA-based DNN
accelerators. Even if attackers obtain the weights of DNN
models by side-channel attacks, DNN models cannot be used
normally by using ACM encryption. The accuracy after en-
cryption is close to that of random guessing. By utilizing
PIM technology, energy consumption of ACM decryption
can be greatly reduced. The extensive experiments on four
benchmarks indicate that our framework can achieve quite
high security with extremely low hardware overhead.
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